Annex III to the Programme Cooperation Agreement: Procedure regarding the security assessment and consultation process in connection with cruises with the research vessel “Dr. Fridtjof Nansen” (“the Vessel”)
1) Introduction
a. The Vessel will mainly operate in African and Asian waters, and in some regions where there are security issues. These issues must be objectively analyzed and acted upon during the cruise programming stage in order to minimize or eliminate risks to the Vessel, her crew and cruise participants, to ensure a safe working environment for the personnel and to avoid unacceptable negative consequences for the EAF-Nansen Programme and the institutions involved.
b. In accordance with Section 18.1 of the Programme Cooperation Agreement (hereinafter “the Agreement”), the Director of the Institute of Marine Research (IMR) and the Master of the Vessel are responsible for the safety and security of the Research Vessel “Dr. Fridtjof Nansen” (hereinafter “the Vessel) and her crew, and will at all times have the final decision-making authority with respect to navigation for the purpose of ensuring the safety and security of the Vessel and her crew. 
c. The security of the Vessel’s operations is assessed both at the cruise planning stage, as well as on a continuous basis as operations progress.

d. The implementation of the Programme involves commitments towards third parties such as coastal states and other partners, and such commitments are in all cases subject to decisions regarding the security of the Vessel, cf. paragraph a) above. At the same time, it is important that decisions on security, which may interfere with third party commitments, are taken following appropriate consideration of relevant factors and alternatives. 
e. Always taking into consideration the security of the Vessel and her crew, the Parties’ aim is to  achieve the Programme’s objectives to the maximum extent possible, while using the available resources efficiently. The Parties acknowledge that it is in the interest of Norad, FAO and IMR, and more generally the implementation of the Programme, that decisions regarding security are taken on the basis of complete and objective information, and following appropriate consultation.

f. It is important that decisions regarding the security of the Vessel that have impact on the Programme are made in a transparent manner and based on well-established shipping industry best practice such as the BMP, as well as Norwegian industry-government resources such as the Contingency Planning Secretariat of the Norwegian Shipowners’ Association. Such transparency is necessary to ensure that each of the Parties can meet their respective accountability requirements. 

g. In view of the above, the Parties agree on the following procedure in respect of security assessments, both at the stage of cruise planning and the continuous security monitoring during cruise.

2) Background
A number of basic considerations apply to the question of security assessments for the Vessel: 

a. Norad, on behalf of the Government of Norway, is the owner of the Vessel, registered in the Norwegian Ordinary Ship Register (NOR). 

b. IMR, on behalf of Norad, is the operator of the Vessel pursuant to the applicable laws and relevant jurisprudence of Norway. 
c. The crew of the vessel consists of Norwegian government employees.
d. FAO is the user of the Vessel. The Vessel flies the UN flag as a house flag. For the purpose of implementing the Programme and the cruise plan, FAO enters into agreements with coastal states for the operation of the Vessel in maritime zones under their jurisdiction. Such agreements commit FAO to conduct research operations on fisheries and the marine environment.

e. According to paragraph 4 of the Norwegian Ship Safety Act (Skipssikkerhetsloven), IMR is “responsible company”. 
f. The Vessel has a low transit speed, a low freeboard, is often stationary and is dependent on easy access to the water when performing her duties during scientific cruises. This makes the Vessel a potential target for pirates.

g. The Vessel has no physical “anti-piracy” barriers built in that could deter or hinder pirates from attacking and/or board the vessel.

h. As part of IMR’s policy, armed guards are not allowed on board the Vessel (ref. «Security assessment guidelines for planned cruises with “Dr. Fridtjof Nansen”, IMR, dated 10.06.2016).

i. The firm position of the Norwegian government is that the government does not pay ransom money.

j. The Government of Norway is self-insured, and will not pay for an extraordinary, private insurance policy for possible cases of kidnapping.

k. The Norwegian Maritime Authority (NMA) is the competent authority for setting maritime security levels for Norwegian registered vessels. The Norwegian Shipowners’’ Association’s (NSA) Contingency Planning Secretariat is an industry body financed by the government (the Ministry of Trade, Industry and Fisheries) to assess and advise Norwegian shipowners and their vessels (regardless of flags or NSA membership) on security issues globally.

l. The International Maritime Organization (IMO), with support and cooperation from the shipping industry, has developed and adopted a number of antipiracy measures, which have contributed towards the mitigation of the negative impact posed by piracy worldwide. 

m. The primary basis for security assessments in connection with the operations of the Vessel will be relevant recommendations and guidance of the Norwegian Shipowners’’ Association, NMA and IMO. In addition, there are a number of maritime intelligence sources, both government, military and commercial companies that compile and publish reports on actual piracy incidents, offers advice and services for vessel operators considering or planning activities in areas where piracy is a potential threat. Information from internationally recognized and reputable private companies may be considered for the purpose of the security assessments in accordance with this Annex. 
n. IMR shall ensure that all procured services from commercial companies related to the security assessment in connection with the operation of the Vessel are undertaken in compliance with applicable Norwegian public procurement rules and regulations. 

3) Definition of risk areas/security levels
a. The main international instruments to enhance maritime security, in particular on board vessels, are the International Convention for the Safety of Life at Sea (SOLAS) and the International Ship and Port Security (ISPS) Code, which is mandatory under SOLAS. The ISPS Code defines the following three levels of risk, which are now used internationally:

Security level 1: NORMAL - Level for which minimum appropriate protective security measures shall be implemented at all times.

Security level 2: level for which appropriate additional protective security measures shall be maintained for a period of time as a result of the heightened risk of a security incident.

Security level 3: level for which further specific protective security measures shall be maintained for a limited period of time when a security incident is probable or imminent, although it may not be possible to identify a specific target. 
b. Further guidance on preventing and suppressing acts of piracy and armed robbery is provided by IMO circular MSC.1/Circ.1339. IMO has, in this regard, invited its Member Governments to consider the Best Management Practices (BMP) for Protection against Somalia Based Piracy, the most recent version (2016) of which (BMP4) are set out in annex 2 of MSC.1/Circ.1339, and advise owners, operators and managers of ships entitled to fly their flag, as well as the shipboard personnel employed or engaged on such ships, to act accordingly taking into account the guidance provided in resolution MSC.324(89) and IMO’s current recommendations to Governments and guidance to Shipowners and ship operators, shipmasters and crews on preventing and suppressing acts of piracy and armed robbery against ships
. 
c. For Norwegian-flagged vessels, the Norwegian Maritime Authority (NMA) has the responsibility to set the security levels and provide guidance for protection from security incidents. NMA acts in close cooperation with, and upon the advice of, NSA Contingency Planning Secretariat. The factors considered in setting the appropriate security level include:

· the degree that the threat information is credible;

· the degree that the threat information is corroborated;

· the degree that the threat information is specific or imminent; and

· the potential consequences of such a security incident.

d. The main risk for the Vessel, her crew and cruise participants when at sea is piracy, armed robbery, kidnapping and/or capture of the Vessel. Such threat is usually geographically dependent and the threat level usually varies over time.


e. The main threats when in port are armed robbery, civil unrest, terrorism, civil war, traffic accidents and/or epidemics.
f. From an operational perspective, and in order to avoid possible cancellation of already planned cruises, FAO will not include risk areas in the cruise plan with  a security level 2 or 3.
 FAO will consult IMR on security issues.
g. IMR does not consider the use of naval escorts during regular science cruises as a pre-condition for planning and executing science cruises to be viable.
h. IMR will in general avoid entering into operations in areas where piracy is a known and imminent threat, and if need be to transit through such areas only if escorted by navy vessel(s), either single-handed or as part of a convoy.
i. Outbreaks of epidemics are usually not a threat to personnel on board the Vessel. When large outbreaks pose a concrete risk for the safety of the crew, cruise personnel and any person on board the Vessel, IMR will conduct a risk assessment taking into account relevant recommendations and reports from Norwegian health authorities and of the World Health Organization (WHO). 
4) Security assessments, risk mitigation measures  and consultation process between IMR, Norad and FAO

A. Initial security assessment of the cruise plan

a. FAO and IMR/CDCF shall jointly propose the annual cruise plan on the basis of the research requirements of the Work Plan of the Programme, taking into account any areas excluded by FAO and/or Norad on the basis of Article 18 of the Agreement and paragraph 3) f. above. 
b. The Vessel Department of IMR (“IMR/VD”) shall carry out an initial security assessment of the proposed cruise plan applying the IMO “Guide to Maritime Security and the ISPS Code”, “Best Management Practices version 4 - BMP4” and relevant regulations of the Norwegian Maritime Authority (NMA) and advice from the Norwegian Shipowners’ Association’s Contingency Planning Secretariat. Other procedures and guidelines may be used as appropriate, as well as acquiring security assessments from other professional maritime security consulting companies, which are internationally reputable and recognized, cf item 2) letter m above. On this basis, IMR determines the security measures for each geographical area. 
c. If the cruise plan includes countries that are affected by contagious diseases, relevant recommendations from Norwegian health authorities, WHO and IMO, as appropriate, shall be taken into account by IMR in assessing the security of the cruise plan. 
d. In case the initial security assessment conducted in accordance with paragraph b. and/or c. impacts on the proposed cruise plan, IMR/VD will communicate to Norad and FAO the grounds of its security assessment. Norad and/or FAO may request a consultation with IMR on the security assessment with a view to minimizing the impact on the Work Plan. 

e. Following the above consultations, IMR/VD will make a final security assessment, and shall provide reasons to Norad and FAO for such final assessments in writing. On the basis of the final security assessment of IMR/VD, FAO and IMR/CDCF will prepare a final cruise plan. 
f. FAO will submit the final cruise plan to Norad for its endorsement at the Programme’s semi-annual meeting.
g. FAO shall prepare agreements (MoUs) with coastal states, including provision for identified security focal points of the coastal state for maritime security issues. FAO shall, in their agreements made with partner countries, make it clear that any survey is subject to a positive security assessment. IMR/VD shall contact the Norwegian diplomatic missions on surveys to be undertaken in areas of their competence and  inform them of the expected activities of the Vessel. 
h. A partner country will select a contact person to be in charge of security issues and any security measures. This provision should be stated in the agreement concluded by FAO with the partner country on cruises to be undertaken. The contact person will be in dialogue particularly with IMR, who in turn will keep FAO and Norad informed about the content of the dialogue.

B. Continuous security assessment of the  operations and cruise plan of the Vessel
a. IMR shall be responsible for the continuous monitoring of the security situation relevant to the ongoing cruise of the Vessel, and monitor the security situation in areas where cruises are foreseen under the cruise plan. In monitoring security, IMR shall apply relevant guidelines, regulations and standards of the Norwegian Maritime Authority and the Norwegian Shipowners’ Association. Security assessment from other professional maritime security agencies, which are internationally reputable and recognized may also be used as appropriate.
b. In case the ongoing cruise, or the cruise foreseen in the cruise plan, needs to be changed due to security concerns as a result of monitoring performed by IMR, IMR shall immediately notify Norad and FAO of the grounds of its concerns. 
c. Norad and /or FAO may request a consultation with IMR on the security concerns with a view of assessing any possible preventive measures, and agreeing on an amended cruise plan. The cruise plan shall be amended in a manner that minimizes the impact on the Work Plan of the Programme. Such consultation shall be without prejudice to any measure that IMR wishes to take to address any security concern that has arisen. 

d. FAO shall, during the consultation, inform partners and countries where cruises were planned to take place and update them on the security situation insofar as it affects such partner or country.
e. In the event that NMA raises the security level in an area where cruises are planned to take place, IMR shall immediately notify Norad and FAO. As soon as possible after the notification, IMR, Norad, FAO and Partners shall consult to assess the situation and any additional security measures that partners and/or coastal states may commit to provide to the satisfaction of IMR and in line with NMA security measures requirements.
f. Under applicable Norwegian law, IMR has the authority to make the final decision about where the Vessel shall sail, and to determine what security measures are adequate in any given situation. In case the decision is taken to cancel one or more surveys, FAO shall inform the coastal states and partners involved and amend the cruise plan.
g. In the event of a  disagreement between IMR, FAO and Norad with regards to measures to be taken, including any changes to the cruise plan due to the continuous security assessment, cf. above, FAO and Norad shall without undue delay prepare a note elaborating their respective considerations for immediate submission to the Director of IMR.
h. Taking into account the note submitted under the previous paragraph, the Director of IMR shall inform of its  final and binding decision in writing, including reasons for the decision. 

i. Based on the final decision of IMR, FAO and IMR will amend the cruise plan. Accordingly, FAO will inform Norad, Partners and coastal states that are affected by the amendments to the cruise plan. 
C. Interim Measures

a. The consultation and decision-making mechanisms provided in this Annex are without prejudice to the Captain’s authority to take any interim measure deemed appropriate in the exercise of the Captain’s responsibility for the security of the Vessel, her crew and other persons onboard. IMR shall report to FAO and Norad on the decision as soon as practicable. 
� MSC.1/Circ.1333 on Recommendations to Governments for preventing and suppressing piracy and armed robbery against ships, and MSC.1/Circ.1334 on Guidance to ship owners and ship operators, shipmasters and crews on preventing and suppressing acts of piracy and armed robbery against ships, or revisions thereto.
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